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1. 
Key messages
EU supply chains need to become much more 
transparent to effectively address the abuses 
they are fraught with. EU customs law reforms 
can ensure supply chain transparancy if: 

	l detailed trade information held by EU 
customs is accessible through freedom of 
information requests; 

	l a specific set of detailed trade information 
held by EU customs is accessible online 
through a public central database;

	l the quality of trade information collected 
by EU customs improves by requiring more 
detailed customs declarations and collecting 
information on intra-EU trade.

These reforms SOMO proposes would add a 
minimal administrative burden for EU customs 
and companies, respect data protection rules, 
and address concerns about commercially 
sensitive information.

4
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2. 
Introduction
EU value chains are infested with human rights 
violations, land grabs, deforestation, pollution, 
and adverse biodiversity and climate impacts. 
EU companies are linked to deforestation1, 
fraud2, modern slavery3, and land grabs4 through 
imports of Brazilian meat, and involved in illicit 
trade of tropical timber from Myanmar5 and 
of Russian sanction products,6 to name a few 
examples. Forced labour and child labour are 
reported in the production of least 159 products 
in 78 different countries worldwide.7 
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In the Xinjiang autonomous Uyghur region in China, this type of abuse and 
exploitation is especially rampant. The region is a major hub in world production 
of cotton (20 per cent),8 tomato concentrate (19 per cent),9 and polysilicon (45 per 
cent).10 EU companies then directly import or further process these products in 
the form of solar panels, apparel and textiles such as t-shirts and sweaters, and 
tomato-based processed food products such as sauces, soup, and pizza.11 Mainly 
because of imports of soy and palm oil, companies in the EU also account for 
16 per cent of all deforestation associated with worldwide trade of agricultural 
commodities. This amounts to a loss of 0.3 million hectares of tropical forest and 
emission of 118 million tonnes of CO2 each year.12 

EU customs: roles and challenges
Member state customs authorities are responsible for taxing goods crossing 
EU borders and to prevent drugs, weapons, and other illegal or unsafe products 
from leaving or entering the common market. Increasingly, EU policymakers are 
also looking to broaden customs’ traditional remit to include tasks in enforcing 
legislation on issues such as deforestation and human rights violations in 
supply chains. 

EU customs, however, already face numerous challenges, including unequal 
enforcement among member states and a general lack of capacity to fulfil their 
duties in relation to the growth of e-commerce. Therefore, it is the European 
Commission’s (EC) ambition to reform the Union Customs Code (UCC), the EU’s 
legal framework for union customs, to better equip customs for their current 
and future work.13 In May 2023, the EC put forward a proposal for a new UCC 
including a new EU customs authority and an EU trade information hub.14 These 
two institutions are to improve coordination, information collection, and risk 
management through a more centralised approach. The proposal is, however, 
silent on the feature that would enable the UCC to contribute most to making 
EU supply chains more just and sustainable: transparency. 

Non-state actors: roles and challenges
Non-state actors, such as civil society organisations (CSOs), trade unions, 
journalists, and academics, play an important role in bringing injustices in global 
value chains to light. Non-state actors are also pivotal in the development of laws 
for ensuring respect for human rights and the environment in EU supply chains, 
and increasingly play a role their functioning as well. CSOs, for example, inform 
and challenge responsible business conduct due diligence approaches, help victims 
and negatively impacted communities obtain remedy, and support enforcement by 
submitting substantiated concerns and raising complaints. 

However, non-state actor contributions in all these areas could be much more 
effective, with more detailed insight into global supply chains and trade flows. 
Access to EU customs trade information would facilitate stakeholder interventions 
with companies and authorities to make companies’ value chains more respectful 
of human rights and the environment and consequently contribute to more 
effective implementation of regulation in these areas. 
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International supply chain transparency
International supply chains have become more transparent as the result of CSO 
advocacy and campaigning, growing investor and consumer expectations, and 
an increasing number of mandatory and voluntary instruments for responsible 
business conduct due diligence. More companies now share information about 
their supply chains than ever before. Nonetheless, the number of companies 
that publicly disclose information on their business relations, such as suppliers 
and corporate clients, and transactions, such as the volume and origin of the 
commodities they source or sell, remains limited. 

Customs authorities collect detailed supply chain information as goods are traded 
over international borders. In the case of major economic powers such as the 
United States or India and many other countries, customs information on trade 
transactions between companies is accessible. However, in the world’s largest 
trading bloc, the EU,15 member state customs deny non-state actor access to 
company-specific information because it is considered confidential on the basis 
of member state laws and practices or UCC article 12.16 

Since 2017, a European Parliament (EP) resolution17 and several CSO statements18 
have advocated in vain for the public interest of non-state actor access to customs 
information. The new UCC presents a historic opportunity for the EU to move 
forward on supply chain transparency and to make trade and production more 
sustainable and fairer internationally. In this briefing we show that enabling 
non-state actors to access customs trade information is both urgently needed and 
compatible with concerns for privacy, data protection, and commercial interest. 
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3. 
Transparency 
in global supply 
chains
Global value chains with their asymmetric power 
relations and extractive nature are, and have 
historically been, associated with unequal value 
distribution, environmental harms, and human 
right violations.19 Inequality and adverse human 
rights and environmental impacts particularly 
occur at the level of raw materials production, 
manufacturing, and product and/or waste 
disposal.20 These massive challenges, which 
both the EC and the EP recognise, compromise 
the benefits of international trade and the 
sustainability of international supply chains. 

8
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3.1	 From voluntary to mandatory without more transparency
For decades, governments around the world have relied on voluntary and self- 
regulatory approaches, that is, corporate social responsibility, to address the 
negative social, economic, and ecological impacts of global value chains. Critics 
have consistently questioned such approaches' effectiveness, and many CSOs 
have exposed and denounced their failure. 

This criticism has in the end contributed to a change of the tide. The ineffec-
tiveness of self-regulation in making global value chains fairer and greener is 
now widely acknowledged, including by the EC.21 Consequently, there has been 
increasing regulation for responsible business conduct and sustainable supply 
chains. EU member states France and Germany, for example, have passed national- 
level corporate due diligence laws,22 and there is EU-wide legislation for conflict 
minerals,23 illicit tropical timber,24 and corporate sustainability reporting.25 
Similarly, EU legislation banning forced labour products26, sustainable batteries,27 
deforestation-free products,28 and corporate sustainability due diligence29 are in 
various stages of development in the legal process. 

In EU laws for making supply chains more sustainable, the emphasis is on legis-
lating for companies to address problematic issues in their business relations or 
sectors of operation. Transparency plays a role in all of them, with companies 
required to report on their efforts and processes to combat or prevent malpractices 
in their operations, business relations, and supply chains. In the cases of conflict 
minerals and tropical timber, companies even need to be transparent about their 
sourcing, but only to the competent authorities. Moreover, for companies to be 
able to conduct adequate responsible business conduct due-diligence and report 
on it their supply chains need to be transparent.

Therefore, supply chain transparency is conditional for companies’ responsible 
business conduct due diligence efforts and state enforcement in EU regulation. 
So far, however, EU regulation has not required companies to communicate about 
supply chain details publicly. 

3.2	 Promoting sustainability by improving transparency
Over many years, supply chains have gradually become more transparent.30 
Yet public access to company-specific trade information is still inadequate for 
CSOs to ascertain whether and how companies are connected to problematic 
conditions in their extended supply chains and vice versa. 

The number of companies that publicly disclose detailed information on their 
business relations and sourcing is still very limited (see Box 1). Those that do are 
often larger, frontrunning, and consumer-facing multinational corporations in 
sectors such as retail, food, garments, electronics, and automotive. The supply 
chains of smaller business-to-business companies and those operating in other 
sectors mostly remain opaque. 

8 9
Transparency for fairer and greener EU supply chains



Box 1.  
Comparative 
research on company 
supply chain 
transparency

There is a lack of comparative research on supply chain transparency. 
The studies available show that transparency is limited even in sectors that 
have a long history of being challenged by CSOs for unsustainable practices 
in their value chains, such as garments and food retail. 

For example, of 12 major EU retailers reviewed by Oxfam in 2022, only half 
disclose the names and locations of their first-tier food suppliers.31 Also in 
2022, SOMO found that just 29 out of 100 leather apparel, footwear, and acces-
sories brands and retailers disclose first-tier supplier lists.32 And the Fashion 
Transparency Index reported in 2022 that only 52 per cent of 250 major fashion 
brands and retailers reviewed publish lists of their first-tier manufacturers.33 

As global value chains often are complex and extended, information on 
connections between buyers and first-tier suppliers is helpful but insufficient 
to fully map or understand them. Primary or intermediate production may 
take place further upstream (see also Box 2), and/or production may be 
entirely outsourced by first-tier suppliers. 

The lack of detailed supply chain information frustrates independent oversight 
and verification by CSOs. In practice, therefore, the supply chain transparency 
regulation gap means insufficient opportunity for adequate public scrutiny. 
Moreover, non-state actors are hindered from using the alert and complaint 
mechanisms built into most of the laws for making EU supply chains making 
supply chains greener and fairer. Opaque supply chains are also in the way of 
rightsholders such as supply chain workers and communities seeking remedy 
and compensation from companies that are linked, or contribute, to the harmful 
impacts they suffered. Last but not least, CSO contributions to inform, develop, 
and scrutinise company due diligence approaches under these laws are impeded by 
a lack of supply chain transparency as well. All these factors directly undermine 
the (potential) effectiveness of sustainable supply chain laws in the EU. 

Reform of the UCC to allow non-state actor access to customs trade data would 
be a quick and effective way to improve supply chain transparency in the public 
interest without imposing much additional administrative burdens on companies.
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4. 
Non-state actors 
and customs 
trade data
Detailed company-specific information on 
commodities and products traded internationally 
can be obtained from a dozen commercial 
trade intelligence services such as Export 
Genius34, Globalwits35, and Panjiva36. Besides 
official customs filings, these services report 
having access to bills of lading and vessel 
manifests. In the USA, trade information can 
also be obtained through freedom of information 
requests to federal authorities.37 Export Genius 
currently provides customs trade information 
about both imports and exports with company 
details for 48 countries worldwide.

10 11
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Trade information that customs authorities hold does not generally cover inter-
national supply chains from primary production upstream to retail companies 
downstream (see also Chapter 4). For supply chain transparency, however, 
countries with accessible customs information are a valuable source of information 
not available elsewhere. Customs information helps non-state actors ascertain 
how companies are connected in global value chains. This enables them to hold 
companies worldwide accountable for negative impacts in their supply chains 
and business operations and to promote corporate accountability regulation and 
government enforcement (see Box 2). 

In the USA, CSOs file petitions with US customs to help them identify and block 
imports of products such as palm oil,38 cocoa,39 cotton,40 and disposable gloves41 
produced using forced labour. CSOs have also helped US customs enforce sanctions 
and import bans on products such as fruit and vegetables from the Xinjiang 
autonomous region, China,42 and timber from Myanmar.43 

There are also cases of non-state actors playing a role in EU customs enforcement. 
Research surfaced one case in which CSOs supported EU customs’ illicit tropical 
timber regulation enforcement (see Box 3). This case was based on exceptional 
access to EU trade information. 

1212
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Mica is a mineral in high demand, mostly from the electronics and automotive 
industries.44 In 2019, SOMO reported about the precarious labour conditions and 
low incomes of mica workers and their families in Madagascar, the world’s third 
largest exporter by volume. Among other problems such as sexual exploitation 
and a lack of access to basic services, child labour was found to be a hallmark 
of mica mining and sorting in this country. 

Almost all Malagasy mica exports have China as their destination. The availability 
of customs data on Chinese imports at the time allowed SOMO to identify the main 
buyers in that country. Through interviews and additional research in China, we 
could ascertain that these buyers and/or their Chinese clients process mica from 
Madagascar in a range of (semi-finished) products including insulation material, 
electric wires and cables, and electric motors and appliances. As customs data on 
EU imports and Chinese exports are not available, only a few European clients of 
these Chinese manufacturers could be identified and held accountable.45 

However, some high-profile US clients of the Chinese manufacturers were exposed 
by NBC News based on US customs import information.46 Since 2020, Malagasy 
mica has been on the country’s Bureau of International Labor Affairs (ILAB) list of 
‘goods produced by child labor or forced labor’. With publication of the inventory, 
ILAB intends to raise public awareness of child and forced labour and to promote 
efforts to combat them in production.47 In 2022, ILAB funded a large programme to 
address child labour in Madagascar’s mica mining.48

Box 2. 
Case: Child labour 
in mica mining

Logging in Myanmar. Photo: United Nations.
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Myanmar is the world’s leading supplier of teak, a tropical hardwood used exten-
sively for yacht decking and luxury furniture. However, trade in teak fuels extensive 
deforestation in this South Asian country49 and props up its brutal military junta, 
responsible for genocidal violence against the country’s Rohingya Muslim minority 
and other atrocities.50 

Following implementation of the EUTR in 2013, EU importers need to be able to show 
documentation that traces timber to an exact and legal logging location. Since 
2017, there has been consensus among EC and member state experts that this is 
impossible for timber from Myanmar.51 Notwithstanding, trade statistics showed a 
continuous surge of EU teak imports from Myanmar from 2010 to 2021, when trade 
started imploding.52 The eventual decline in imports relates to an EU common 
position of December 2020 formalising the 2017 consensus,53 and EU sanctions on 
the state-owned monopoly teak trading company Myanmar Timber Enterprise 
(MTE) from mid-2021.54 

Shifting trade patterns
In 2017, a pattern emerged with trade shifting from countries with stricter EUTR 
enforcement, for example Denmark, Germany, and the Netherlands, to more 
lenient member states, such as Croatia, Czechia, Italy, and Poland.55 In 2020 and 
2021, the non-governmental Environmental Investigation Agency (EIA) revealed 
that companies continue importing illicit ‘blood teak’ into the EU. The EIA reported 
that companies abuse weaknesses in EUTR rules and the unequal implementation 
and enforcement of the regulation across member states.56 

In Italy, for example, teak imports surged after the EU’s adoption of the common 
position because, unlike in northern member states, the Italian authorities 
continued to allow teak from Myanmar. Italian importing companies, some of 
which are suspected to be mere front or conduit firms, had exported 60 shipments 
to other member states, according to the EIA.57 
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Even with proper enforcement, however, penalties for EUTR violations differ 
substantially across member states, which creates incentives for rerouting trade. 
To illustrate, importers of illicit wood face being sent to prison for up to six years in 
the Netherlands, whereas in Croatia and Czechia they may receive only a fine.58 

‘Substantiated concerns’
By filing so-called ‘substantiated concerns’ and advocacy, the EIA was able 
to contribute to EUTR enforcement improvement in a number of EU countries, 
including Croatia, Germany, Italy, and the Netherlands.59 In these countries, 
consignments of teak were seized or confiscated and teak importers were issued 
with warnings. A Croatian company importing teak for buyers with stricter EUTR 
implementation was summoned to improve its due diligence and is under 
investigation for fraud.60 The EIA’s successful interventions were possible because 
of exceptional access to Croatian and Italian import declarations (see section 4.4). 

In March 2023, the International Consortium of Investigative Journalists (ICIJ) 
and their media partners reported on the massive continuing scale of worldwide 
avoidance of international trade sanctions on teak from Myanmar, including in 
the EU.61 The ICIJ exposed the traders and shipbuilders exploiting defective EUTR 
oversight, the buyers of extravagant luxury yachts with their ‘blood teak’ decks, 
and the fraudulent practices involved.62 Leaked documents from MTE, non-EU 
customs information, and investigations in importing countries formed their 
evidence base.

14 15
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5. 
Customs trade 
data in the EU
According to the EC: “Since its birth in 1968, 
EU’s Customs Union is the cornerstone of the 
EU single market and external trade policy and 
a key component of EU strategic autonomy.”63 
The Union Customs Code (UCC, Regulation 
(EU) 952/2013) is the common framework 
for customs rules and procedures in the EU. 
The UCC aims to facilitate cross-border flows 
of goods while protecting financial, economic 
safety, and security interests of the Union and 
its member states. The UCC is also concerned 
with implementation of data-processing 
techniques and IT systems to facilitate digital 
customs declarations and information sharing 
among member states’ customs.64 

Transparency for fairer and greener EU supply chains
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There are no customs authorities or databases at the EU level. Customs authorities  
in member states are responsible for the implementation of UCC rules and 
procedures. Customs traditionally levy import taxes (see also Box 6); however, 
they are also increasingly involved in non-fiscal tasks such as preventing market 
entry of unsafe consumer products, stolen cultural heritage, endangered animals, 
explosives, counterfeits, and drugs. 

5.1	 Collection of extra-EU trade data
Of the 51 types of declarations65, also called procedures, in use in the EU today, the 
most important for supply chain transparency are those for import66 and export 
(see Box 4). Entry and exit summary declarations are also interesting for supply 
chain transparency because, next to announcing imports and exports, they register 
shipments that merely make a stopover in a member state on their way out of the 
EU.67 

The UCC is supplemented by Commission Delegated Regulation (EU) 2446/2015,68 
which specifies the data requirements for customs declarations. For EU imports, 
for example, it is mandatory69 to provide information70 about the exporter,71 
importer,72 declarant,73 representative,74 seller,75 buyer,76 country of desti-
nation, region of destination, country of dispatch,77 country of origin, country 
of preferential origin,78 description of goods, commodity code, net mass, and 
statistical value. Member states and declarants may, however, decide to waive 
certain of these entry categories79 until 2025 at the latest,80 when IT systems are 
to be fully operational.81 

Need for data quality improvement 
The quality of the information collected in customs external trade declarations 
needs to improve for more transparent supply chains and adequate customs 
enforcement. In the current arrangement, for example, there may be confusion 
about the roles of different actors in the supply chain. The exporter may be the 
producer or manufacturer of an exported good but they need not be. Alternatively, 
a buyer or importer may be buying products on behalf of the actual buyer or do so 
in order to process under contract. Manufacturers or producers and second-tier or 
end buyers therefore need to be identified in customs declarations if these are, or 
can be, known by declarants. Declarants should also have to identify the product 
supplier in the case of exports and define the mandatory elements for product 
descriptions such as name, brand, and batch number. 

The EC in its legal proposal for banning forced labour products singles out the 
exact same quality flaws hindering effective enforcement. It proposes specific 
delegated and implementing regulation to make it mandatory for companies to 
report to customs on these aspects for specific risk products.82 The EC addresses 
some of this ambivalence in its new UCC proposal, but there is no reference to 
mandatory details for product descriptions.83
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In February 2023, the European Bank for Reconstruction and Development 
(EBRD) reported that EU export sanctions to cripple the Russian war economy 
may be evaded on a substantial scale through neighbouring conduit 
countries.84 As well as military technology, weapons, and munition, the 
EU has also imposed sanctions on the export of dual-use technology and 
luxury goods. 

Based on trade statistics, the EBRD found that direct exports to Russia of these 
products, including computer chips, refinery factory parts, and expensive cars, 
yachts, jewellery, and clothes, plummeted after sanctions were imposed on 
them in March 2022. In the same period, however, indirect imports of these 
sanction products, rerouted through countries like Armenia, Kazakhstan, and 
Kyrgyzstan, increased markedly. Overall, the EBRD estimates indirect exports 
accounted for 5 per cent of the exports prior to the sanctions. Post-sanctions 
flows may be much higher, because of unreported illicit trade. 

Export flows to Russia of sanctioned dual-use and luxury goods
In December 2022, the Dutch state media outlet NOS found a similar pattern 
of export flows of dual-use and luxury goods from the Netherlands to Russia 
through conduit countries.85 While indirect exports to Russia are illegal, the 
NOS found that only a handful of sanction products exported to conduit 
countries were withheld by the Netherlands authorities. 

With access to EU customs data, non-state actors would be better equipped 
to expose and ascertain patterns of sanctions evasion. Currently, import 
declarations of the conduit countries that have seen the highest increase 
of trade in sanction products from the Netherlands, are not accessible via 
commercial trade information providers.86 If the business information in EU 
export declarations were publicly accessible, it could for example help with 
investigation of the importing companies in conduit countries and  
their clients. 

Experience with trade in tropical timber from Myanmar (see Box 3) and 
products from the Xinjiang autonomous Uyghur region, China (see Box 5), 
shows how non-state actor contributions have been crucial in exposing 
trade obfuscation. The Uyghur Human Rights Project alerted US customs to 
continued imports of red dates from Xinjiang, helping expose how Chinese 
companies actively conceal the dates’ origin to avoid US sanctions.87 Research 
by the Sheffield Hallam University Helena Kennedy Centre has also exposed 
how China’s cotton industry has benefitted from an export strategy that 
obscures cotton’s origin in the Uyghur region.88 
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5.2	 Collection of intra-EU trade data
The common internal market, facilitating trade between members states through 
removal of internal trade barriers, is a fundamental feature of the EU. In the UCC, 
imports into the EU internal market are formally referred to as ‘released for free 
circulation’. Therefore, once goods have been imported into the EU there are 
no further customs formalities. This means that the movement of goods across 
member state borders will not be evident from customs import declarations. 
However, pursuant to Regulation (EU) 2019/2152 on European business statistics,89 
customs90 and other competent authorities in member states also collect information  
about trade flows across member state borders. 

Companies in the EU that trade goods with companies in other member states need 
to report on this monthly when trade is above a certain value threshold that differs 
per member state and with the direction of the trade flow.91 Reporting obligations 
are less comprehensive than those of import or export declarations. For dispatches 
(exports), for example,92 there are only nine mandatory fields: partner (buyer), 
period (month), transport mode, commodity, partner member state, country of 
origin, value, volume, and nature of transaction. 93

5.3	 Disclosure of EU customs data
Customs authorities in EU member states consistently refuse non-state actors’ 
requests for the company-specific information they have access to because it is 
considered confidential on the basis of member state laws and practices or the 
UCC’s article 12.94 According to this article:95

“All information acquired by the customs authorities in the course of performing 
their duty which is by its nature confidential or which is provided on a confidential 
basis shall be covered by the obligation of professional secrecy. Except as provided for 
in Article 47(2), such information shall not be disclosed by the competent authorities 
without the express permission of the person or authority that provided it.”

Article 12 does not specify what information exactly is confidential by nature or 
declaration. Nor is there further guidance, such as on approaches or procedures for 
verifying and/or obtaining permission from declarants, or a definition of terms in 
the rest of the regulation. Despite its ambiguity and flaws, the Dutch authorities 
frequently use article 12 to deny access to customs declaration information in 
response to freedom of information requests (FOIs) (see Box 6).
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China is the world’s largest producer of tomatoes96 and exporter of tomato paste.97 
The Xinjiang autonomous Uyghur region produces 80 per cent of the country’s 
processing tomato supply.98 The Uyghurs and other Muslim minorities in China are 
brutally oppressed, including with surveillance, torture, and more than a million 
people detained in internment camps. Many Uyghurs are also forced to work in 
Xinjiang and other parts of the country. In Xinjiang’s tomato industry, for example, 
they are put to work in planting and harvesting tomatoes in the fields as well as 
processing them in the factories.99 

Italy, the second largest exporter of tomato paste worldwide, was by far the 
leading importer of Chinese tomato paste in 2021.100 In October 2021, journalists 
from Italy’s IrpiMedia and the Canadian Broadcasting Corporation reported that 
a dozen Italian tomato canning and processing companies import paste from 
Chinese exporters with links to Uyghur forced labour.101 Unlike in the USA, however, 
there is no EU regulation banning the import of tomato concentrate or other 
forced labour products from Xinjiang.102 

‘Chinese–Italian’ concentrate
According the Italian tomato industry association, ANICAV, about 90 per cent of 
the imported tomato paste is “brought in under the inward processing regime 
or as temporary imports. (…) The paste temporarily enters the national territory 
for improvement purposes (remanufacturing, processing or remediation) and is 
then re-exported to countries outside the EU, mainly to North and West Africa and 
to the Middle East.”103 This means that up to 10 per cent of tomato paste imported 
into Italy may end up elsewhere in the EU as canned paste or in another form. 
A relatively new chemical test developed in Italy showed that non-EU-origin 
tomato paste is indeed sometimes sold as Italian elsewhere in the EU.104 

With access to intra-EU trade information, non-state actors would be better 
equipped to identify which EU food companies use tomato products of these 
Italian importers for their products including store brands. This would help to test 
these products, challenge the mandatory or voluntary due diligence policies of 
these retailers, and inform ethical consumer choices by raising public awareness. 
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Benefits of non-state actor access to intra-EU trade information
Non-state access to intra-EU trade information would generally promote supply 
chain transparency in the EU. This would be instrumental for cases such as tomato 
paste imports, where ultimate buyers of EU imports are not, or cannot be, identified 
in customs declarations, and when imported goods are (semi-) processed before 
being sold to companies in other EU countries. 

Moreover, information on trade between companies in the EU is also conducive 
to addressing abusive labour conditions and other harmful impacts such as 
biodiversity loss and environmental degradation in EU-based production for EU 
markets. To illustrate, this would make it easier to link downstream companies, 
such as retailers, with migrant labour exploitation in tomato production in Italy105 
or Spain,106 and energy companies with suppliers of unsustainably produced wood 
pellets and other biomass in Estonia107 and Romania.108 

 
Xinjiang Production and Construction Corps workers sorting tomatoes. The US has sanctioned 

the company for alleged human rights violations. Photo: Xinhua.
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The Israeli occupation in the Occupied Palestinian Territories and Occupied 
Syrian Territory has grave impacts not only on human rights but also on 
agriculture.109 In 2022, Israeli agricultural exports to the EU such as fruit, 
vegetables, and flowers accounted for € 855 million.110 It has been estimated 
that up to 28 per cent of this trade flow originates from the illegal Israeli settle-
ments on the West Bank, in East Jerusalem, and on the Golan Heights.111 

Although settlement products are produced on illegally occupied lands, it is 
not illegal to import them into the EU. Retailers are, however, required to specify 
their origin to consumers.112 In practice, labels and displays are rarely found on 
retail products from Israel.113 This is because either products from Israel and 
the settlements are mixed and then marketed as ‘products from Israel’, or their 
origin is simply obscured on paper. 

EU customs policies for Israeli settlement products
There is a specific EU customs policy for ensuring imports of settlement 
products do not receive the special tariff discount for produce from Israel 
proper. Customs do this by checking whether the producer’s postal code is on 
a list of these from known settlements. However, fraud takes place with regard 
to this.114 From May 2023, importers applying for the preferential tariff have 
been required to declare, using a specific code in the import declaration, that 
products are not from settlements.115 The measure is intended to strengthen 
enforcement, because the code automatically triggers an origin information 
check. Previously only a limited number of risk-based checks were in place.116 

In 2016, 2018,117 2020, and 2021,118 SOMO made requests to Dutch customs and 
other Dutch authorities for access to documentation on imports of Israeli 
settlement products and Xinjiang cotton. Together with other methods such 
as isotopic testing,119 these FOIs were intended to help provide a more detailed 
understanding of the extent of the problematic EU trade in these products. This 
would allow SOMO to address the trade with the implicated companies and 
to call for appropriate measures from customs and trade policymakers. In all 
cases, however, SOMO was categorically denied access to detailed customs 
trade information in reference to the UCC’s article 12. Legal proceedings are 
still ongoing relating to Dutch customs’ objections to share the information 
requested in the FOIs filed in 2020 and 2021. 
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Regulation (EU) 2152/2019 on European business statistics is clear on the confi-
dentiality of intra-EU trade data. State actors that have obtained “confidential 
data shall treat that information confidentially and shall use it exclusively for 
statistical purposes”. The terms ‘confidential’, ‘statistics’, and ‘statistic purposes’ 
are further defined in Regulation (EC) 223/2009 on European statistics.120 In sum, 
intra-EU trade data may not be used or shared to identify or address individual 
companies. 

5.4	 Indirect disclosure of EU customs data
Customs authorities in the EU share declaration information with each other 
and with other governmental bodies including national statistics offices, minis-
tries, and the EC (Eurostat).121 When exchanging, UCC article 12 requires author-
ities to “ensure an adequate level of data protection in full compliance with data 
protection provisions in force”.122 The UCC contains no further reference or specifi-
cation as to these provisions. 

Pursuant to members state laws and Regulation 223/2009, statistics offices in the 
EU will not release confidential information of a non-statistical nature.123 This 
includes not sharing information they collect from customs that provides details 
about companies involved in extra-EU trade and specific transactions.124 

Company-level details from EU customs declarations and potentially other sources 
that are inaccessible via customs and statistics offices are occasionally released by 
non-customs authorities (see Box 7). Most of these exceptions arise from differ-
ences in national implementation of EU directives for imports of illegally logged 
timber (EUTR) and conflict minerals (3TG). The two other examples in Box 7 show 
that food sector health-and-safety regulation may facilitate disclosure by both EU 
and member state authorities. While these cases are exceptional and apply only to 
certain commodities, supply chains, and countries, they show that disclosure of 
company names and other non-statistical information can be compatible with the 
UCC and other EU regulations. 
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The Environmental Investigation Agency (EIA) accessed data about 
Croatian and Italian importers of teak from Myanmar through FOIs to 
the Croatian125 and Italian126 ministries of agriculture in 2020 and 2021 
respectively (see also Box 3). 

In the context of enforcing the EU Conflict Minerals Regulation (3TG), 
the Austrian authorities disclose the names of Austrian companies 
whose imports exceed the threshold for 3TG minerals that requires them 
to have risk management systems in place and brings them under the 
regulation’s remit. The Czech authorities do so only for importers whose 
risk management efforts they have spot-checked.127 And in Finland, CSOs 
can obtain the names of importers exceeding thresholds for 3TG minerals 
from the competent authorities.128

IrpiMedia accessed detailed company information on Italian importers 
and their Chinese suppliers of tomato concentrate through an FOI with the 
EC Directorate-General for Health and Food Safety in 2021.129 The Italian 
Ministry of Health regularly publishes datasets with details on Italian 
importers of different kinds of food, feed, and live animals.130 

Box 7.  
Examples of 
'confidential' 
business  
information 
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6. 
Discussion & 
recommendations
6.1	 Discussion 
International trade and the income it generates have been growing more of less 
steadily for decades.131 In the absence of national and international regulatory 
frameworks to address its negative impacts, global trade has also led to massive 
and increasing socioeconomic injustice and environmental harms. 

Over recent decades, the problems of global trade have manifested themselves 
more and more, as has the failure of voluntary approaches to address them. 
In response, the EU and its member states have increasingly looked to regulation 
for solutions. The opacity of global supply chains now undermines the effec-
tiveness of (emerging) regulation in the EU in making international production 
and trade fairer and greener. 

Recent legal measures to make EU supply chains more sustainable, such as the 
French Loi de Vigilance, the German Lieferkettengesetz, and the EU’s proposed 
Corporate Sustainability Due Diligence Directive, make implementation of author-
itative international standards and approaches for responsible business conduct, 
or elements thereof, mandatory. The history of voluntary application of such 
standards, such as the OECD Guidelines for Multinational Enterprises and the UN 
Guiding Principles on Business and Human Rights, has shown that results, if any, 
are often meagre and slow to emerge.132 

Optimising conditions for regulation 
CSOs and other non-state actors have been instrumental in exposing the weakness 
and failures of voluntary approaches, thereby raising the bar for company and 
government efforts. By continuously using new evidence in awareness raising and 
advocacy, civil society has played a key role in informing and influencing debates 
that have eventually culminated in adequate political support for the transition to 
mandatory frameworks. However, whereas the voluntary nature of the application  
of international standards has indeed been an important hindering factor in their 
realisation, they have other fundamental weaknesses that are not addressed 
including supply transparency.

For the new regulations for sustainable supply chains and responsible business 
conduct to achieve their objectives, it is crucial to optimise conditions for their 
implementation. Supply chain transparency can play an important part here as it 
facilitates non-state actor contributions to monitoring and evaluation as well as to 
the development of company and sectoral implementation efforts. With voluntary 
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approaches based on self-regulation, the reputation mechanism is one of the few 
effective instruments for CSOs to help steer companies towards better practices. 
For this mechanism to work, supply chain transparency is essential, and its lack is 
often the hindering factor. With the new mandatory regimes, supply chain trans-
parency can have even more impact, because, alongside the reputation mechanism, 
fines and other sanctions can bring about better practices. 

Historic opportunity to significantly improve transparency
There now is a historic opportunity in the EU to significantly improve supply chain 
transparency through UCC reforms. More sustainable and ethical trade clearly is 
not the main ambition of the EC with the Customs Union reforms. However, the 
“promotion of our European way of life and the (...) green (…) transition”133 are 
major priorities identified by the EC that align with the ambitions of EU regulation 
for greener and fairer supply chains. 

More specifically, the reforms aim for adequate customs enforcement capacity in 
“the banning of forced labour products, (…) the sustainability requirements of EU 
legislation or the carbon content of imported products”.134 Measures to improve 
supply chain transparency therefore make sense both in terms of the intended UCC 
reform ambitions as well as from a more holistic policy coherence perspective.135 
Moreover, the reforms have the advantage that no additional supply chain trans-
parency reporting burden is imposed on companies.

Balancing public and commercial interests
To improve supply chain transparency, there is no need for public access to 
information held by customs about natural persons. The reforms proposed below 
can therefore be fully compatible with data protection regulation. Commercially 
sensitive information, explicitly referred to in the UCC proposal, is the other 
important data category of potential concern. 

It is in the public interest for trade information held by customs to be accessible in 
as much detail as possible. By contrast, business groups and governments, out of 
concern about potential negative effects on company competitiveness, may want 
access to be as limited as possible. The reforms SOMO proposes take both sets 
of interest into consideration but with emphasis on lifting restrictions on access 
where possible. 

The act of balancing interests should also be evidence based, and the evidence 
indicates that any negative business impacts will probably be limited. Indeed, as 
discussed, detailed trade information is already commercially available for many 
countries with strong economies and companies. And numerous competitive  
companies in sectors such as food and garments already voluntarily publish 
detailed information on their sourcing and business relations.

Omissions in the European Commission’s UCC proposal
To make risk management more effective and address capacity problems with 
customs, the Commission’s UCC reforms are intended to improve the quality and 
exchange of trade and supply chain information. The new UCC proposal provides 
for several measures to this end including an EU customs authority, an EU trade 
information hub, and new mandatory supply chain information categories for 
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operators to report on. In this context, the proposal also foresees the need for data 
exchange involving a range of authorities both in the EU and abroad. 

There is still, however, no reference to the contribution of, or information sharing 
with, non-state actors. And there are no specific provisions for including intra- 
EU trade information in the new EU customs database. 

The following section makes policy recommendations for the UCC and related 
reforms under three broad categories: confidentiality, accessibility, and data 
quality. 

6.2	 Policy recommendations

6.2.1	 Confidentiality
Changes in the UCC are needed to address the central problem presented in 
this briefing that (detailed) trade information that customs authorities hold is 
considered confidential, and therefor non-state actor access is refused. To this end 
UCC article 12 should be removed completely, as is the case in the EC proposal. 
Alternatively, article 12 can be amended to ensure as a minimum that trade 
information collected by customs is not confidential by default and can be 
disclosed publicly. 

It is important to ensure that these changes have effect on all trade information 
collected by customs and that no exception is made for the transition period in 
which operators may continue to make declarations outside of the EU trade infor-
mation hub as proposed for the new UCC. 

In the interest of shielding personal and commercially sensitive information, the 
generic accessibility thus obtained could be limited by specifying which type of 
information (or fields) and type of documents are exempt from disclosure. Such 
exceptions could include documents that may accompany customs declarations 
such as invoices, contracts, insurance certificates, and cargo letters. 

Additionally, Regulation (EU) 2152/2019 on European business statistics needs to 
be amended by removing the ‘statistical purposes only’ restriction on the use of 
customs information collected from companies on the trade of products in the 
internal market. 
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6.2.2	 Accessibility
When the generic confidentiality measure in UCC article 12 is lifted through 
deletion or the amendment proposed above, detailed trade information will in 
principle be accessible through freedom of information requests (FOIs) to customs 
and other authorities that have access to this information directly or through the 
EU trade information hub. Handling these requests could lead to extra work for 
customs authorities, whereas the EC wants to unburden customs. Also, because 
FOI requests are administratively burdensome, and FOI procedures can be 
extremely lengthy in member states such as the Netherlands, it may take a long 
time to access information. 

As a minimum, monthly releases of information relating to extra-EU trade and 
held by national customs authorities should include data from the following eight 
procedures: B1 (export and re-export declarations); D1 (special procedure – transit 
declarations); F10, F20, F30, and F50 (entry summary declarations); H1 (declarations  
for release for free circulation); H4 (special procedure – processing declarations 
for inward processing).136

To the extent it is specific to these procedures, information from the following fields 
should be included as minimum for each consignment: exporter, consignor, seller, 
importer, consignee, buyer, declarant, representative, producer/manufacturer, 
country of destination, region of destination, country of dispatch/export, country of 
origin, country of preferential origin, description of goods, commodity (Harmonised 
System/HS) code, volume, value, and declaration date. 

For intra-EU trade, monthly updates should include all mandatory fields of monthly 
company reporting at the dispatch or arrival level. For declarations made directly 
to the EU trade information hub, releases should include all mandatory fields at the 
consignment level for all nine procedures from the EC’s UCC proposal. 

All data should be made available for download in a standardized, machine-
readable format (like CSV, Excel and/or JSON), and ideally via an open API 
interface. The data should be available under an open data license. 

Box 8.  
Public EU trade 
information
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Therefore, the revised UCC legal package should include a new provision that a 
standard set of trade information, whether held by member state customs only 
or in the hub, is released publicly each month. This information (see Box 8 for 
specification) should be accessible online, preferably through a dedicated central 
database such as at the EU trade information hub.

6.2.3	 Data quality
The quality of supply chain information that customs authorities hold needs to 
improve. The new UCC legal package should make disclosure of the name and 
address of the manufacturer or producer of the traded product mandatory in 
current customs declarations. This will require an amendment to Annex B of the 
UCC Delegated Act to make ‘manufacturer/producer’ and ‘second tier/end buyer’ 
a mandatory declarant field to be collected by customs when an exporter is not 
the producer or manufacturer and the buyer or importer is an intermediate-level 
buyer. Currently, this information may be included within the optional ‘additional 
supply chain actors’ field, which customs may decide to waive. This obligation 
should apply only in cases where declarants can reasonably be expected to have 
this information or obtain it. 

The new UCC proposal allows for a long transition period in which declarations 
under the many different procedures currently available continue to be possible. 
It is therefore important that these changes take effect on current procedures. 

In Titles VI, VII, and VIII, the new UCC proposal specifies a number of new 
mandatory fields, such as product supplier and manufacturer. These constitute 
improvements in the quality of reporting of operators under the new procedures 
proposed. Compared to the old procedures, however, important details may be lost. 
Therefore, we recommend the continued inclusion among the mandatory reporting 
fields as a minimum the consignment volume and weight. Additionally, both 
old and new procedures operators should also be required to provide a specific 
description of the products including name, brand, and batch number. 

The internal trade information that EU member states now collect in the Intrastat 
system is too limited. Article 9 of Regulation (EC) 638/2004 should be amended 
to make it mandatory for authorities to collect trade information from companies 
that is currently optional, including identification of goods at a more detailed level, 
including HS code, country of origin on arrival, region of origin on dispatch, and 
region of destination on arrival. Additionally, the mandatory data elements to be 
collected should extend to include the name and address of the buyer or importer, 
seller or exporter, and manufacturer, and the transaction date. 

The UCC should also be amended so that all intra-EU trade information collected 
in member states is also collected in member states’ customs systems and 
consequently in the EU central database. 
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